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The Office for Civil Rights
(“OCR”) recently posted the
HIPAA training materials used to
educate the State Attorneys Gen-
eral (“State AGs”).! The Health
Information Technology for Clini-
cal and Economic Health (“HI-
TECH”) Act, part of the American
Recovery and Reinvestment Act
of 2009, empowered State AGs
to bring civil actions on behalf of
their state residents for violations
of the HIPAA Privacy and Security
Rules. OCR created HIPAA train-
ing materials to familiarize the
State AGs with OCR’s view of the
HIPAA Privacy and Security Rules

and how they presumed the State
AGs would use their new authority
to enforce HIPAA.

The HIPAA training materials con-
sist of a number of video recordings
of the presentations made to the
State AGs. Of interest for purposes
of this article is the OCR presen-
tation on computing Civil Money
Penalties (“CMPs”) and how to
maximize the penalties imposed.

The HITECH Act increased sig-
nificantly the dollar amount of
CMPs that could be imposed for
violations of the HIPAA Privacy
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and Security Rules by OCR. Prior
to HITECH the maximum penalty
that could be imposed for a HIPAA
violation was $100 per violation
with a maximum of $25,000 per
calendar year. The HITECH Act
created four levels of CMPs with
the minimum amount per category
being set based on degree of culpa-
bility. The yearly maximum was
increased from $25,000 per year to
$1,500,000 per year.?

OCR was given authority to im-
pose significantly higher penal-
ties by HITECH. Simultaneously
State AGs were given authority to
prosecute HIPAA violations where
the State AG has reason to believe
that the interest of one or more of
its state residents has been or is
threatened by a HIPAA violation.
However, the State AGs were
not given the same latitude with
respect to imposition of CMPs.
Rather, the State AGs were lim-
ited to the first tier maximums for
CMPs they could seek in court:
$100 per violation with a $25,000
yearly maximum. The HIPAA
trainers presented the table at the
top of page two to explain the dif-
ference between the CMPs that
OCR could impose versus what
the State AGs could impose.*



Statutory Damages

For Violations Occurring
on or After 2/18/2009

Damages/Penalty Amount

For Violations Occuring
AG

Up to $100 $100 to $50,000 or
per violation More per Violation

Calendar Year Cap

The OCR HIPAA training mate-
rials first note that CMPs with a
$100 per violation and $25,000
yearly maximum might seem mea-
sly, but then introduce their con-
cept of “continuing violations.”
The training materials explain
that “continuing violations™ allow
State AGs to “expand” the $100
per violation maximum and take
full advantage of the CMPs that
can be imposed.

OCR explains that continuing vi-
olations can be found where the
HIPAA violator acts in an improp-
er basis on a continuing basis or
where the entity subject to HIPAA
fails to act when the Privacy or Se-
curity Rules require action by that
entity. Examples are given.

Under HIPAA, Covered Enti-
ties are required to have in place
written policies and procedures
implementing the HIPAA Privacy
and Security Rules. Failure to
have written policies and proce-
dures constitutes a HIPAA viola-
tion. Under the OCR “continuing
violation” theory, failure to have
written violations does not consti-
tute just one $100 violation. OCR
argues that the $100 penalty can
be assessed for each day that it
can be shown that written policies
and procedures were not in place.
Thus, if the State AG determines
that no written policies or proce-
dures were in place for 2011, a
CMP of $25,000 can be imposed.
OCR states that the entity is fined
$100 per day for 365 days which

$25,000

equals $36,500, but the total CMP
is capped by the $25,000 per year
maximum. However, OCR notes
that the State AG can go back mul-
tiple years, so that if no policies or
procedures were in place for the
last six years a CMP of $150,000
can be imposed: $25,000 per year
for each of the six years.

After explaining the concept
of “continuing violations,” the
HIPAA trainers explain how to
“stack” wviolations to maximize
CMPs imposed. As part of the
HIPAA training each State AG par-
ticipant was provided with a listing
of the HIPAA Privacy and Secu-
rity Rules and were encouraged to
use those materials “as a guide in
terms of how many violations you
could possibly find” as part of any
investigation. The HIPAA train-
ers noted that many investigations
start with just one issue, but once
the investigators start reviewing
matters they can find other issues
and violations.

The OCR HIPAA trainers highlight
two pre-HITECH cases which oc-
curred when the maximum CMPs
allowed were $100 per viola-
tion with the $25,000 yearly cap
where they were able to impose
total CMPs of $1,000,000 or more.
For each of these cases the OCR
investigators determined that the
entity being investigated failed to
have proper HIPAA policies and
procedures in place. Further, OCR
determined that multiple employ-
ees at multiple locations within the
-

$1,500,000

chain of stores being investigated
had violated the Privacy Rules
by failing to properly dispose of
documents containing protected
health information (“PHI”) and
that none of the employees had
been disciplined for their failure to
comply with the Privacy Rule re-
quirements concerning the proper
destruction of documentation con-
taining PHI.

Stacking the various continuing
violations allowed OCR to calcu-
late CMPs for the two chains of
$1,000,000 or more according to
the table at the top of page three.*

The OCR trainer noted that, for
each chain, they assessed CMPs
going back three or more years and
concluded by stating:

So, each year, there may be a
max of $25,000 for each viola-
tion, but if you multiply each
of those violations and you're
looking at multiple years, mul-
tiple violations, and multiple
covered entities, you can reach
a million dollars.’

OCR provided HIPAA training at
four separate locations throughout
the United States in 2011.° Every
State Attorney General was invit-
ed to send attorneys for training
and most states took advantage
of this training. OCR’s emphasis
on stacking violations and use of
“continuing violations” to maxi-
mize CMPs underscores OCR’s
tightening of enforcement stan-



Stacking the Various Continuing Violations Allowed OCR
to Calculate CMPs for the two Chains of $1,000,000 or More:

164.530(i)(1) Privacy Rule: Written Policies and Procedures $25,000 per year per store
164.502(b) Privacy Rule: Minimum Necessary Requirements $25,000 per year per store

164.502 Privacy Rule: Prohibition Against Impermissible Use $25,000 per year per store

164.530(B)(1) Privacy Rule: Workforce Education on HIPAA: $25,000 per year per store

164.530(e) [ [ $25,000 per year per store

Privacy Rule: Employee Sanctions Requirement
164.308(a)(1)(ii)(C) Security Rule: Employee Sanctions Requirement $25,000 per year per store

dards for HIPAA. In the current
era of significant budget shortfalls
for states, there is little doubt that
states will actively pursue HIPAA
enforcement and the aggressive as-
sessment of CMPs.
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'http://www.hhs.gov/ocr/privacy/hipaa/enforcement/
sag/index.html

242 U.S.C. § 1320d-5(a).

Shttp://www.hhshipaasagtraining.com/module6.php
at slide 13.

*All regulation references are to 45 C.F.R. Part 164.
*http://www.hhshipaasagtraining.com/module6.php

“http://www.hhs.gov/ocr/privacy/hipaa/enforcement/
sag/registration.html
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