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The Cloud: What is it?The Cloud: What is it?The Cloud:  What is it?The Cloud:  What is it?
• NIST Definition: Cloud computing is a model for enabling

ubiquitous, convenient, on‐demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

• Types of Services:
• Software‐as‐a‐service (SaaS)( )
• Platform‐as‐a‐service (PaaS)
• Infrastructure‐as‐a‐service (Iaas)

• Deployment Models:p y
• Private 
• Public
• Communityy
• Hybrid



The Cloud: Why do you care?The Cloud: Why do you care?The Cloud:  Why do you care?The Cloud:  Why do you care?
• Growth in cloud use

• Push towards cloud by government and enterprise

• Your customers

Effi i d t i• Efficiency and cost savings



The Cloud: New Rules (or not)The Cloud: New Rules (or not)The Cloud:  New Rules (or not)The Cloud:  New Rules (or not)
• Shift in delivery and consumption of information y p

technology

• Change from “technically managed” solution to• Change from  technically managed  solution to 
“contractually managed”

• Allocating risks and uncertainties to third party

• Constantly evolvingConstantly evolving



The Cloud:  Minefields The Cloud:  Minefields 

• Data protection and securityp y

• Privacy

• Intellectual property protection and preservation

• Multi‐jurisdictional

• Contracting process and format



The Cloud: Data Security & PrivacyThe Cloud: Data Security & Privacy

• Myriad of U.S. federal and state lawsy

• EU Privacy Directive

• Commercial standards

• Accessibility

• Data breach obligations



• Cloud First Policyy



















Cloud Contracting: IssuesCloud Contracting: Issues

• Due diligence ‐‐ securityg y

• Contract formation and modification

• Term and termination

• Reservation of rights and confidentiality

• Warranties



Cloud Contracting: IssuesCloud Contracting: Issues

• Service levels

• Data ownership

• Liability

• Assignment and change in control



Cloud Contracting: Best PracticesCloud Contracting: Best Practices

• Shift



Cloud ResourcesCloud Resources

www.cloudsecurityalliance.orgy g

www.searchcloudsecurity.com

www.pcistandards.org

i twww.nist.gov

www.ftc.gov

www.duffonhospitalitylaw.com


