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e NIST DEfInItIOn Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

e Types of Services:

e Software-as-a-service (SaaS)
e Platform-as-a-service (PaaS)
e |nfrastructure-as-a-service (laas)

e Deployment Models:

*  Private

e Public

e  Community
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e Growthin cloud use

e Push towards cloud by government and enterprise

e Your customers

e Efficiency and cost savings
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w Rules (or not)

R A

e Shiftin delivery énd co-nsumption of information
technology

e Change from “technically managed” solution to
“contractually managed”

e Allocating risks and uncertainties to third party

e Constantly evolving
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e Data protection and security

* Privacy
* Intellectual property protection and preservation
e Multi-jurisdictional

e Contracting process and format
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 Myriad of US fedéral and state laws

* EU Privacy Directive
e Commercial standards
e Accessibility

e Data breach obligations
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Cloud First Policy
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25 POINT IMPLEMENTATION

PLAN TO REFORM FEDERAL

INFORMATION TECHNOLOGY
MANAGEMENT

R o o

Vivek Kundra
- U.S. Chief Information Officer

DECEMBER 9, 2010
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Concept of Operations (CONOPS)

Version 1.0
February 7, 2012
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Proposed Rules

Federal Register
Val. 77, No. 165
Friday, August 24, 2012

This nnhn of the FEDERAL REGISTER
contain praposed

purpose of these nofices is to give \nhrnud
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via the Federal aRulemaking portal by
searching for “FAR Case 2011-020."
Select the link “*Submit a Comment”
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Federal Financial Institutions Examination Council

3501 Fairfax Drive » Room B708 L2 » Arlington, VA 22226-3550 (703) 516-5588 » FAX (703) S62-6446 = hitpiwarw. fliec.gov

NOTE: This document, issued by the FFIEC Information Technology Subcommitiee, is for
information purposes only. July 10, 2012

Outsou loud Computin
Summary

The Federal Financial Institution Examination Council Agencies consider cloud computing
tw be another form of oulsourcing with the same basic risk characteristics and risk
management requirements as traditional forms of outsourcing.  This paper addresses the
key risks of outsourced clond computing identified in existing guidance.

Cloud computing is a relatively new term used to describe a variety of eslablished business
sitr ies, echnologies, and pro ing methodologies. Although the term eloud
computing is gaining in usage, there is no widely-accepted definition, ! and numerous
business strategies, technologies, and architectures are represented as cloud computing. In
general, cloud computing is a migration from owned resources to shared resources in which
client users reccive information mlmnlogy acrviees, on demand, from third- pmt_vache
providers via the Internet “cloud.™

Cloud computing has several service and deployment models. The service models include
the provision of infrastructure, computing platforms, and software as a service, The
deployment models relate to how the cloud service is provided., These models include: a
private cloud, which is operated solely for an organization; a community cloud, which is
shared by several organizations; a public cloud, which is available to any paying customer;
and a hybrid cloud. which is a composition of two or more clouds (private, community, or
public).

Financial institutions that contemplate or use a cloud computing model in which all or part
of the service is owtsourced (“owtsowrced cloud computing ") have to consider the
fundamentals of risk and risk management defined in the FFIEC Information Technology
Examination Handbook (IT Handbook), especially the Owtsourcing Technology Services
Booklet (*Outsourcing Booklet™).

! n Ty 2011, the National Insti for dards and Technology (NIST) issued Special Publication
200-144, “Giuidelincs on Security and Privacy in Public Cloud Computing™ In this publication, NIST
defines dendoompding“ls a model for enabling comvenient, on-demand network access to a shared pool

of (.8, networks, servers, storage, applications, and services) that can
be rq:ud]y pm'\nxtcmedxlﬂ r!leaxul with minimal management effort or cloud provider interaction.™

Buard of Gavernars of the Federal Reserve System, Federal mm)—-rmc«m.muu-l Credit Union
Administration, Office of the Compiraller of the Currency, Consumer Financial Protection Burean, State Liakson Committes
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National Institute of
Standards and Technology
U.5. Department of Commerce

Gundelm&s on
in Public Cloud Computing

ler Special Publication 800-144

Wayne Jansen
Timothy Grance
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Creating Effective Cloud
Computing Contracts for
the Federal Government

Best Practices for Acquiring IT as a Service

A joint publication of the

February 24, 2012
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Security ™
Standards Council

Information Supplement:
PCI DSS Virtualization Guidelines
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ARTICLE 29 DATA PROTECTION WORKING PARTY

0103712/EN
WP 196

Wk
*

*
*

ek

Adopted July 1% 2012

pratection and privacy. ks lasks are described in Adicle 30 of Direclive BRMEEC and Article 1Edlliuﬁ:|

Direciorate General Juslice, B-1048 Brussels. Baigium, Office No MO-53
Website: hiip-lfec ouopa. en.htm

This Working Pesty was sat up under Amicle 29 of Directive $5/26/EC. It is an incependent European advisory body on datp

mmumdwmctFMM|m-n&}:m Citirenship) of the Eurcpean Commissian,
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 Due diligehce -- éécurity

e Contract formation and modification

e Term and termination

e Reservation of rights and confidentiality

e \Warranties
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e Service levels

e Data ownership
e Liability

e Assighnment and change in control
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www.cloudsecurityalliance.org

www.searchcloudsecurity.com

www.pcistandards.org

WWW.nist.gov

www.ftc.gov

www.duffonhospitalitylaw.com
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